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Elements of source code

● Comments: no influence over what the code DOES (usually)
○ May include attempts at legal statements & disclaimers
○ Suitable for forensics: where did this code come from?

● References to system libraries / components (“2nd party”)
● References to third party libraries
● Ritualistic invocations, technical details (“main()”)
● Actual code instructions for this computer program

Access to source code means nothing. Is like having a copy of a book. No rights 
are conferred. 

Source code is not as great as people think. Not the crown jewels.



Operating system runs:

Source Code

System 
Libraries

3rd party 
Libraries

Compiler & 
linker Executable

Executable



Dynamic libraries: kernel interface, C++, compiler internals, C library, math 
library, dynamic system loader

© IBM, HP (DEC, COMPAQ), Oracle, Free Software Foundation, Apple, Google, tons of universities, ancient 
corporations, THOUSANDS of parties

Static library: fmt formatting library

© Victor Zverovich, plus HUNDREDS of contributors.



These libraries are all 
dependencies. Each 
“dep” requires a license 
that allows you to ship an 
executable.



If you ever need to do 
battle over impact of 
static or dynamic linking 
or plugins: hire the 
best.
(or give up)



On an iPhone, go to: 

● Settings
● General
● Legal & Regulatory
● Legal Notices. 

Try to scroll to the end!



1000s of 
dependencies!

Changes every 
day also!



Things to watch out for

● No visibility in what is being shipped
● You are on the hook legally though - need explicit licenses
● Who knows if dependencies own the code they ship
● Effectively you can’t keep track
● Of specific note for M&A



“The Skype founders apparently retained 
the service's peer-to-peer sharing 
technology when they sold to eBay for 
$2.6bn in 2005. (Which, of course, begs the 
question why eBay would pay all that money 
without ensuring they own the entire 
platform).”





Thing that 
just has to 
be that way





Further things to watch out for

● Upcoming: EU Cyber Resilience Act, Product Liability Directive
● Put you up the hook for whatever you ship

○ Including dependencies!
● Software becomes a “real product”

○
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